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(57) Abstract: 



PROBLEM TO BE SOLVED: To provide a file protec- 
tion system capable of detecting illicit access regarded 
to be malicious by the monitoring result of file access in 
real time for prohibiting the illicit access and preventing 
illicit operation caused afterward. 

SOLUTION: Among file accesses monitored by an ac- 
cess monitoring part 60, an access management part 
80 rejects a file access violating access policy informa- 
tion 63, and at the same time, the access is recorded 
as abnormal access summarization information 62. If 
the summarization information satisfies a criterion de- 
fined by rule information 64, it is regarded that there 
exists an illicit access having malicious intention, and 
protection processing defined by the rule information 
64 is carried out by the access management part 80 
for preventing the following illicit operation. 
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1 

7 7 ^b7^tx ornate ct a mmmmz t? ^ r * ^ x 
E^r r t> -fe x <b g3t r * -fe x £ bjijt 6 /c afro* y > - 

ffufBT^X$lj^K^ 

mmmiZT *?<£*£ ^FiET £ -fe X (DSWt£ P^±^ 

mm%2 ] nmm i <oy y ^uffis^xf-Accfc^ 

t\ 

7*A 0 

r, 

[IS3RJ96] ii*^5CD7r >OM3^>X7-ACt:teU 

8u3B^ys/-««tt, Kvmws. ^y^-A«, 
^K«a^*ccw-rsjE^<cT^H2^o^ff4fBa 



(2) #^2003-233521 
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iiyiB* y ^-««« S»«B*f»OfiBffi4iB 

it, H^rgB^awifflTrtcc. iMB»«7*-fe*#«nBN 
n«±*£ l/c^^^jEt * -ir ^ <h s«-r £ ^ 7 ;u 

10 SI^fA, 

[I»3J3S9] «*3S5IBK©7r-<;Uffa^^A-C* 

20 twa^yi/-t»«*tt»ffll^. 

[»3Wii o] MSOieaattD^T-r^SH^f-A-c 

fTIBT^-fe^SiJ!B^S«, 5Wt*©:/p^A 

mflB^FiET^-feXWSSm^fe^r, S»r^-bx@« 
30 Nt, »»*BH!T<2:*f»£U «rSBW*MWBTrt«:, |q 
— <D^f*^n^A*i6, frfBS»T^H2^^H?gBN 

1 3 ii^9ga*8co^T-f;HSB^7*A-c 

fjtBHtf * 7*P A It X &W&<DT ? *fe X ££T ^ ^ 
-7 r ^;U^CDT^-feXCC^UT^|gT^-bX4^1 

[tmm i 2 ] ii^3i3iBtgcD^ 7-f^«B^fAt 

50 ^>oT, 



3 

©»£««*««* ^fgi, 

A„ 

[0 0 0 1 ] 
[0 0 0 2 ] 

r&CjSIBb/cO S (Operating System)*?^*. 

^jffliiitg * m^z oifi— mmx $> 
[0003] ^jEtfaoawictta^^fc©^**^^ 



(3) ^2 0 0 3-2 3 3 52 1 

4 

?*zmmwm&Rmmrj:t><D£ bxm* ens, 
[0004] cn», ?fe§7 7-f j^c#t£IE«&t 

(read, write, execute) <h, T^-feXjc (:x— if— 

emu, a»&r^-bx*«ffi-r4is«[7r-f;K3!)^ 

[0 00 5 ] 

*W\ TfflS (iiJfc) cci-SfcoiftS (ID 

&cd i cc^yr * £ . ±aai#B¥9-2i8837#4»R«:r « 

^a>^JE-T^/c2?>, iEfflOa-if-CCcfc-SK^/c^ 
[0 00 6]-^ HSft?7 YJUT^-fe^^ffUfc 

[0 0 0 7 ] fi£^T. »#Stl/c7 r -OMSHS'X^A 
[0 0 0 8 ] 

40 t^tsau ^0is^6ii©w^*iiKtS7 7 

[0 0 0 9 ] 3 ^tfaSifflKTST^-fe;** 
£ J: 0 S^teWfflT £ C <h Office ft 6, 

[ooio] mmzmtct otsftwi/fc fi£*<D^iET 

r^y-r— > 



5 

tt%:i><Dfr£ 5fr&x*m%? zbcoxte^K Cti 
[ooi i ] *iHtt»«cte(r»rtt. JE^r^-fe 

XTW<Ct,>y ri^T^^X (unauthorized a 

ccess) J <hl>l\ IST^tXOrt, KgGCcfc&T^ 
r^JET^-bX (malicious access) J <b0^ o 

[0 0 l 2] *^©7 7^^ga^fAii, jEStr 
r « & c >jsst ^ -tz x iizgij-r £ /c&cd«£K«£ 

[0 0 13] ^(D7 7>{^>XfA(t mi© 

PiiUT, ^y^-t»«*flHr»ra»ri'-bx**ui 
r * -fe x cd * a> e> IE r ^ -fe x a -r £ . 

[0014] *««©77 -T;i/fiSB^^f- ACcAtitf, 
&y ^^x^^o/cT^*fe^©jfP^y^-«ls<b, n 

jg<D * £ f £ ^ * « Sfr*r & ft: tf> CD^IE 

±ia^-;Mf $RteiBj£3 n/c^iEr ^ 
[0015] ±8ar^-fex««ai*y^-t«*», fflSB* 

[0016] ±.&)i>-)i'ffimcnm?ttiET#-kxm 

<fcO, ssnc7T-<^cc*fu*rs«r^-fe^*s±saNiPi 
£LbK# 6 tifcisi^ccssco* £ r ^ -fe x £ ittfcf 

•fe X *s±K N BfcLkH * 6 tifc JS^fc EL«© & * T * -fe 



(4) ^2 00 3-2 3 3 5 2 1 

6 

[0017] ±nttiET!7-bAmj£.mm*mtcbtcm& 

10 [00 18] */c±IB, ^PiET^-bXCOS^Tci^-SSI 
x ^ - *igr g * . ±E>U - JMMKcBfi L/tti^ 

yjJlTtmx lt±X _htar * H2 ^(Hlffl^a^x 5 - * 
m-ttxwrztiZo 

[00 19] */c±BE^jET^-i2^CDS*7c<fc3&€>||?f 
x±3fcNM&>±.<DM1%teT z^zZIZfrtcy'vy^Afr 

mk. mi? %yy jjiTf-tx&^xjEmm 
Tz-txx&ztctb, mm&y y -owcmmwrnxte 
[0020] ttc, ±iar >? -texfflwtf vis -zm*) m 

30 -fex^^L/c^, ±iar^-fex*iJffligp«^cDr^ 
•fe^ftiJSP^y^-ccwog^T, «»©7W;ur*-k 

xHBP#'J^-4, W0B^«r©#y^-J:>5feWliR 
[ 0 0 2 1 ] r -f ;UffS^*^A(Ccfctttf, 

fts^t^i t^yyA frvmm&mmmc&txm 

fi-^, ^/cliCD-ROM. FDtoZOTmBRVm 
[0 0 2 3 ] 



zntcmmmm^moffif&ztt. mnmm&m 1 o o 

B. CPUIO, ilff^g 2 0 , A*SS2 2 , 

*xWl»8 0CcJ:aillB^*3F^**w % f^nJ3ft/c 
»^cciRoos7 0*^Lr«ia!sn*. ±iar^-fex 

©11358 OB, #yi/-tMR6 3. ^a-feXf»«B 1, 

ffi±mzm'<i r z . ±t b^spi at^a 4 0 aw^f* t 

Itlt ^-Ff^^ t CD-ROM, FD 4 MO, 

SM*B> tt»iattRB4 0KB£3ftfcfc®rfc<fcl> 

<D&<DJ)K Stolid 7 h 9-^^ttil//cX h U-^ 
•x'J7^7h9-^ (SAN)t*ottJ:^ 
[0024]#'J S'-tWB 6 3 B, ±lfi^aiJIBtS«»4 

b, as^^y-fw^^o^, aiwccfci^iEr 

-fe x vtct mi£ 0 7fcKSK:±iB T ? ^ x^SSB 8 

$R6 5B, >7'p^7A8 1 

^mm^m 4 0rt©f-^^r * * coitrr & aE 

S«-f^>h^B9*r-2>SEI»^IBiiT^/ci?)<DfccD 

* y ^-»s©7 * -fe*Kw-r y r^* -y am: 

[00 2 5 ]fl7*o^7A90it «ffl#{CiO±IB 
<D&S1f*R6 1 -6 b<D&M^mZ&frtm*tf 5tc&> 

T^-b^«aa58 0 *JKiL"r±iBS«tS«6 1-6 5 

[0 0 2 6 ] ft*>\ ±IBOS7 OB, 7 7 ^^>XfA 

7^-fe^fM8 0i, ±IB««tIBR6 1-6 5 
<h, fiya^7A9 0fr6«J£3ft£. 4>ft 

[0 0 2 7 ] ±IBr^U^r-^3>^n^^A8 
IB, «ittf7-^PV7 ^9if, 

«uri^ 0 ±iaos7 0£, r *-fe*i£tRfflS6 o £, 

r £-feX^S9$8 0 <L, 7 7'^-i/3>7'py7A8 50 
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u, ti7*p^7A9 0[i, zti^tiwmz&mm* 

0 £ /cB* v h 9 - S> 1 3 0 UTteCD«««fifflR« 

1 o i *^±sb±^ * y 5 o tc o - f sti, ntf *r * £> 

X*^ff-rsCi*2W^/c«>. OS#«tZKCO--K3 

ft, y^y ^->3>7*P^A8 l^tiT'p^A 

SP8 Otfn- F3ft£. C<D<J:5ftn- FcDJfflFPB, O 

[0028] trpcte, Jiiao s 7 0 w^-ir-vmii 

•HEntt*«*T:b9. ±IBr^y^r-^ 3 >^P^ 
7A8 1 B, ±iE««lCCj:Oa»iJ ■ SBE3ft/c^-1f- 

[0 0 2 9 1 12^ JJB#yi/-f»«6 3©«flE*^ 
To ^y^-««6 3«, ^U^Of'^^200 
<b, ^fA^'J^-2 1 0<L, :x-1f-*y->-2 2 
0i 4 X7-3-Fi2 3 0^»^^ #y^>- 
^>f^X200«, ffi»*^^y->-<DI»33aif*R 

[0 03 0 ] >>^rA^'J^2 lOi, JL-lf-sFy 
TZIE1%rj:T#*X&ft&Lttb<DV&Z>&. ^fA 

# y ^ - ± b* ivfrft sw^tc «a w& # y - £ia 
a>ufcfecDr&o, a-tf-^y ^>-<tB, WAtf ra 
JB*-Fj rff^-Fj r*«*-Kj ©i^ftfllft' 
Mssiai 0 ocomm^vtubcfccr:. mmamzti 
^'j^ws. i/c^ot, a-if-*yt/-B. 

0 ft 3&J 6±IBT ^ H2 X SSBR 80^7^«« 
[0 0 3 1 ] X7-3-Fi2 3 0B, JifB^f-A* 

y*^-^a-if-#y ^-©i^ft^casi//cr^-fe 

X^fTb/c77 , n->3>7 , D^7A8 lCC^tU 

[0 03 2 ] @3tC, ±gB#y >f*-y zx<o—m 
^^-fo ^'J'>->f>f^^200d T^^^-Jl/hCD 
^y^-J&SSWflTSAi^^+Jl/h^^^S 0 1 <b, 
m&Wfote#Vi'~Zmil?'Ztc#><DG®yy#3 0 2 

i, #y *s-<omn&^3 0 3 #y^-*W3 0 
4, s^yv-ofEt8@R)T^a-rn^--^ 3 >tffB3 0 

5^6ft^>o ilB^^^JUF^^^SO IB, Wa^^ 
?ajrft^ftBft5ftC^C<h^6, f7*;^h77^ W 

^^^y^cc r 1 j r^€>o 

^y->-B^>^f*A^y ^-2 1 0 <t^-if-!j< 



( 
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0, SH*t*0«»4 0 1 i, ^*<DS^g4 0 2. 

5, a-tf-^S 4 0 6 . W4 0 7^6«^n^ ± 
IBT^-feX^-/^4 0 3&U*, Read(R#HiO> .Writ 
e (S£jA<&) Office. Delete , Renane 

^Jg) , Execution (Htf) ,lgCC^r CDT ^ -fe* £ ^ 
TA11J gg»^^4 0 1«, "7 7 

SSsB 1 0 0 S±-Ci2*ft/M8©T *-fe*#<5J 

[0 0 3 5 ] 7'ay7A«40 4CC«. ±iB«»2«fc'N 

cor ^-fex^Si brwsflccttpJShfc^ci a* % 

0 5 W , ±§E7 f P^7A7 7-rW(> o#8ft ££feffi{ t u 
fc&tfrc&rK 7 7^;Hf^X^itta^l, V 

CCJ:^ 7u#vJ*<D^]EtJ&ZA,*^?hCt1flX 

ut^ii^o a— i Di»-7" i d«. i>-rn& 

0 S 7 0 #«fflTS««r** Q 

[0 0 3 6 ] B$fffl4 0 7«, T *-fe*00pJS±-e©B$|H 
^£}g5£T&£C3T&D, m«18:OO^624:O<X0[H 
CCPS 0 T * -fe X £$F pT U/cl r +18 : 00-24 :00J 
tmfelTZ> 0 g/c, 8:O0frt>X8:0O(DfflteT 
±L/cl»t|^«, T _08: 00-18: 00 J iJ^-TSc S4<£> 
Wfegtt9J-f Z>t x C h'7-f ^(DSecProgr U * h IKC 
^^77^1/ rc:¥Sec_Proq¥*J te±X&mtt$lX 

^r<ommAU r 2 J -C*£C<h*3tT. £/c, 7* 
P^A^grt* rc:¥proc^Hsman.exeJ T£>9, Mo^CD 

1 D r S ec_adminJ (O^MX^y $h,Xi,>Z><DX&>tl 
tf, 18:00^^24:OCXOB#P4^CKMO, ±fEC:¥Sec_Proq 
f^^h'JT07 7^MC>Pflt rReadCR*aiU)J 
£ rWrite(S#ii^)J «:»nJ-r*Ci*fftUtt» 

So 
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[0 03 7 ] _hfB* U is-<Dffif&&m<D5 MS 4 
02i, 7^t^^-/7'4 03 t ^Py7A«4 04, 
**»ffi4 0 5. a-f-24 0 6, 03TO4 0 7 tco(,>T 

i^ru fc£r*S5rr t >. r * ^ssbb 8 

[0 0 3 8 ] m 1 6tc % ffeCD^y^-iS^CTiLr, "7* 

io •$-„ 7'u^7A^i6oni TZ't^&tte&'Jv 

tfzrJ**^X%xmLtcb<DX$>Z> 0 «r»ffil6 02 
CD-C^O, B4r^OfcW»ffi4 0 5<i:EIi;<, 7 7 >f 

;Hf-fX*J§SbT 7 , p^7A7 7^^ 

te*7*n^^AS l 6 0 lrfgSU/c^ny^A^i'cDj. 
-if- i Drutf^nr^s^^T^-fex^pj-rs 

[0 0 3 9 ] ±iB^-1f-« 1 6 0 3 Kite, 134 XttsO 

^-7'ID^lttIl^ 7^tX^^7'160 
4"C^ V H4r7nL//cT^-feX^ ^'4 0 3 i|H)D< , 
Read (gt<&£Ul>) , Write Office, Delete 

(?fi56) , Rename , Execution (^f ) , 

P^7A« 1 6 0 1 xmjZ-Ltcy'uy^A&mj oJSE4 

6 0 5^ ±fB^'C2^^A«l 6 0 l^Jg^U/c^n^ 

[0040]MSl 60 7tt m4X9jkOtcmm&4 

¥proq^ditor.exeJ <h ^"U ^ ^ &<DW&0M& Tox3C 
77J J.O Tusersj <bl>^^L-1f- I D U< 

40 «y;i/->^ I Drutf stiri r 8: oo*^6 

18:00j CDWCCRSO % Tc:¥users¥*. txtj iC^^f^CD 
^T^;UCC*tLT, Read(K*fflL) , Write (#^iA 
, Delete ©T*-fe*#pTte±&5. 

[0041] ±iev^f-A^';->-2 i o tzL-y-rji 

»;^-2 2 06J, ±IBBI4r^L/c^aiBI 1 
[0 04 2] B4-CSl/c^'J->-0»SB, tflR^II 

x^x. zvm&zmmLtc^m&cmnx&z. cn 
so tenors 1 6X7TkLtc#vis-<oitmte. timnm&t 



(7) 

Si oo«:Tffl?n^7'p^7A»c^ot^ 
[0 04 3 ] 7^^7 y£8bift&cy >^o&#6^t££ 

fc, >T ^7'J7 7 -Y^U^r U > (ReadpJ 

ftCifiBBBtfJR^or^-bx^ pd< #y ^-t§$B&cfB 

1 0 0 tca»AT*l«fc:, « ?R&ffi£§H 10 0(Dt 
[0045] - 3- F«2 3 0<D— 

^7-3-hm o i chx 

^-n- K5 0 2 t<DttfcmX'$>Z> c m*.Vt±3RYzfV 

X«SSB8 0«, ±Ki^-3-K«2 3 0**IRU 
r, 17-3- K ro 0 1 5 J *T*-fe*i£8ig&6 0£ 
14 1 1 ±iar 7* >; - i/ 3 > 7*n ^7 a 8 l^iir. 
±IBX7-3- F5 0 2CCtt. ±IBOS7 0 4 30 

±K:/a-feXflWR6 1 £>— 
To 7"n-fe^«ffl«, ^^f*cD7 , n^7A(D'7 , n*fe 

XID70 li, 7'U^7A^7 0 2i, a-1f-«7 
03i, «F«fB7 0 4i. iBttBB#7 0 5*>6ttS. jB 

7*HzX«fffl«8 0#flM#OTS»U T'P^A^R 40 
^P^A^^P-bX^Motl^^, Xl/7Ff 
[0 04 7 ] ±IB^- ;Uff$R 6 4 £l£^r&/c 

awe, ±iBsa^n^7A9o^»et-r^Ji/-;n«effl 

^77-f !f-^>^?7^-X (GUI) CD— W 

^^t, ^SGU I«> HI CC*0/c*m»K2 5 tea 
^<**U A*««2 2*JIH>T»ftr*a. tfWMftaSS 
IlOOOflSB, ^-^IfflGUI 8 0 0^ 
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tS^*l»flW6H8 2 0*RSr#^ *JJ^S?t8 1 0 
aT«CW3o©^-f^tffl*l. CCD 

[0 04 8 ] iobo^^^b, sfiffL*«wiirc6 
ftfc^yOk f-fUi'H f 7 -freest l 

*/«#OT*©MBdHBS^^*#*>8 1 2*a 
tRU ±BM»KL*«M«A»#**X8 13CCJS3E 
U ^^nT«r**M«IBA*#y^^8 1 8«cfBffi 
U B«N*#y5/-jlSia»A*#»^X8 1 7«C» 

u^hy, a/c«F7>r^K:*fOT, 

h) WC, #y^H^#3H«JJ8£0fc»6, 7* 
[0 04 9 ] 2ogO^-f^J, »7yf;K 

u*hy, ^/diF7^^it, — sawiHTCcspy 

W;WiS7^*#*>8 1 4£StRU 7 7 ^W, 

8 1 5*cJg5EU — ffiBOTT*«^HIA;&#***8 

8 17CCj§^T£ 0 E^C^0/dflTC«. C:¥system¥pass 
wdil^^T-f Jl/tcStLT. I^IWI ( 1 h) rtCC, 
^yt/-aS*«3EI«±«*OA:»^. T*-fe*7G*Wl 

[0 0 5 0 ] 3o|o$-f7*(i, Bl— ©^ , n-fej^*»6, 
—3EJWIHT«:#ys/-aH3&JNH»*Lte*B^«:, 11 

«!#«BI*<0^n-bXJS3£^y*jKdf>8 l 6^ii^ 
U ^ttlBT*W«HHA*#^^X8 1 8CCJS3E 
U «N*#y^-«HH«A*iK9^X8 1 7 CC» 
£"T^o HCc^L/cWCiS. HI— <D^n-feX^6, j&£ 
1 B* W ( 1 h ) F*Jte, #y t/-JtH3&S3Ha±«^l/fc 

[0 05 1 ] 3*>&C, ±ge^-;M#«6 4te«»<D;l>- 

«**to#fc«£3E35s pJtt i a * J: 5 cc=HteS o r At 
[0 0 5 2 ] «±©«JE»»W\ flfflUQ&ttK 100^ 

^>f^-^0 ^ ;^(cS^U/c7*P^7A^ 



(8) 
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[0 0 5 3 ] L*>U m%:£td l Zi&MlcJ:Z>#iJis-ffi 

t««R 6 3 ©we $ 7s ^wmm®<DmvKfcT& K>m<m 

[0054] &1C % ±flB«5^*#WfcShfc«te 

«^t«tT©3W*0, c©5%2«H«±* 
a*^b*rfBjer & c t 

[0 05 5] loBit #';v-^9§**&irc£>£o 20 

82 1£S!RU W9S*fft©8rfc&#yv~£ 

o>s~~-8 2 2^63iwurfiS*r^o ^y^> 

>-:*-8 2 2«:W\ ^3&C^L/c#yvW>7*?* 
^2 0 0(^(0, *>-£ffc3 0 4^e^Xf-A^'JV 

-^^jo^x.^cc«, r*-fe*<ffai»8 ±sB*y 30 

^-/>f'>^X2 0 0*CDW?J1^^^3 0 2£tgfp 
U F©^??^* r 1 j tc, «ffl*:-F© 

[0056] 2oitt, «&#^©gpB^*ar*& 8 c 
corns. «a#»ia*©««#ii»tfB5e* 
x8 2 3*«tRu mwt%u%y FU^AM^^ 

8 2 4&crJS&r*- 2b*cT F «W»©»M 

©a ^rffE^g©^?-^ -)IT F UX(admin@hi-tech.co 
SB8 _h£9ftttS2 0 y h 7-^ 1 3 0 £jg 

rc»*<fcflKLfcHS (iS[S-r-543J3£a») ^©*t 
[0 0 5 7 ] 3ogtt, ±fB*l5£SiS©5^ ^n-fex 

fg5g^*#£>8 i e^miRotcm^^x, mm so 
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8 2 5*i»IRU MCC % TIB 3 o<DM^ffiO*^6 1 
[005 8] 7^$^>8 2 6^ ±IB^FiE^P-teX 

C©»^ 7#-fexeaa$8 oect-ssftw&aiffirts 
^*9«iw*^Lt, ±iB*y^-««6 

3*©x^-:n-F3t2 3 0^6S3t5i7-3- F 

[0 05 9 ] 7^t^>8 2 7«, ±IB^iE^n-feX 
*«iiaB8 0te\ ±IB^FiE^*n-fexcDyn-fex I D£Jg 

[0 0 6 0 ] 7^$^>8 2 8iJ ( ±IB^U-feX6Cj: 

*-fe*CcS£&U *©7*fcX©B£ft±8B»*tT5<fc$ 
KJ!/rr£ 0 7^-fe^fIS8 0^ _hfB^ 

££»U T^-feXStSgU6 0£igftLT±fBOS7 0 

ifffl^r * -fexefflsp 8 o ^ur*j < . 

,[0 06 1 OK^>8 3 0 te±BBK5£l*ig 

* * > 8 3 1 tt±gBK5£rt§4SgH±-r«:^ 

-iHSfflGU I 8 0 0£teT^£i&^CC}ip^#tf'# 

[0 0 6 2 ] «±oJ: ^cc. ^U/c^gS^tc^-cD 

FU^*^SCifcpJ«Bi^S. 

[0 06 3 ]i9tC 4 ±iB;l/-;UK®!GU 18 0 0^: 

«fi*iRlD3«SlC0;U-;l/ (9 1 0. 9 2 0. 9 3 
0) S;U-JU«, J^^9 0 1 i, 

*KS$^-F9 0 2, M^S3, 77^1/^904, 

#y ^-asia»[9 o 5, BWpn-FQoe. ^y->- 

iS^iJ#^-9 0 7, i!frtfc9 0 8, 7"P^©»»9 0 
9, W«Wlffl9 4 0^6«ca. 

[0 0 6 4] ;U-JU#-S|9 0 ltt. JU-;U««6 4CCS 
SS^n- F9 0 2tt, ±fB^-Jl/K5E«GU 18 0 0 
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8 i zzmiRLtcm-SteVv ri ooj . yy^ov 
«5e*^:*-#*>8 i 4*miRi,tcm-£teVv tvi ro 

1 0 J , :/P-feXfg5£^*iK#>8 1 6*a!RLfc« 
&»bf ? hn ro 0 1 j 4&£. 
[0 0 6 5 ] S^S9 0 3 tt, ±IB«SSiSln^ KCDf 

^ hjnja* r i o o j <Dm&(,c&m$ti2>bcov$>*). * 
<om<ommmm^- Ko»*»ffi (nuld 4-r*o 

7 7 >fW90 4&, ±IB«£Sffin- FOtf* hyijj&s 

ro i oj ©»£*csi»3ftSfc<crc*>D, -eoffeofl 

£l*3-K©«^tt$(NULL) <b*T^o ^>^>- 10 
iIKlel£fc9 0 5 {era, ±IB;U-;V^^GU I 8 0 0<D 

tSW3n& 0 gSWra- K9 0 6te, ±E^-Jl/R3EfllG 
U I 8 0 OKT, P*fflM8 2 0( t C{*}%mVll,tcft*m 

[0 0 6 6 ] B5»3 - F 9 0 6 B, J»f T^#l»Wea 

3- Ffto/c&ocrc&o, atRsnfc*>©3&s ri j , a 
j?s*ar^ftc>fc©3D« ro j ~ch%>. ^yj>-f#9 0 20 

7te, ±!3->l'-A'RffiJBGU I 8 0 0©:/ Jl/ 

2 2tcratRO/c*r/c^sJ< 
0. iiBR&IBJa- F9 0 r^ij^-ejOf 

*j #attsftri>s»£ccw»r*s. afiijt9 0 8 

tt, ±KJl/-^KSJBGU I 8 0 OcD^BSfcT KUXA* 
#9 ^^8 2 4CcrJ&SO/c3Sitr ±IB 
IWffln- F9 0 6<D5*3, r«ffl#IpKBIfc]j ^atRS 

[0 0 6 7 ] ^IE-7'a-kX<DM#9 0 9te, ±13^-^ 
S^fflGU I 8 0 0<D^**K*>8 26-828 ^6 30 
aJRLfcfi»€:2a»3lff(Of v h^iJ-Tn- Fffct/fcfc 

TJ . rr*Hr*Bfl|4E»j ©JIH*cafeA,r*5?K 

sn/cfc©*s r 1 j % aiR3ti'C<f*%i>6<Dtf ro j v 

^P-feX(D«S»9 0 9CCtS3tt3ti/c«*R 
te, ±iERf©P-F9 0 60)^*3, r^iE^n^^Offl. 

#j ^aiRsnn^j^tcwsar*^. £/c mnm 

ra9 4 0tc«, ±i2;l/-JHK£fflGU I <DW»WKIA;*7 
#?fX8 1 8«CA*Ofc»|IBT3WH»Sti«. 
[0 0 6 8 ] ^6iC(J, ±fBP^ttffi6 5<Z>— «ftS% 40 

n^t»«tc«, JrfBT ^^Xlf31pp8 OCCcfc^, B 
B$««6 10, -fOMMR6 1 1, >f^>hrt3§6 1 

Ccig^-r £ # y Ig/c -?tc<DJ)\ & £ l> te^IE:/ p 
[0 06 9] £/c, ±IBPyfj»*B6 5tai, TIB3SS 

50 
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[0 07 0 ] l^t ?t J)l>7?'teX<<cm-?Z>Wn-C 
So cfttc^O, fsjoc. {6J#, <M)J:5tt7*-fe 

[0071] 2o@tt, *us/-wo»ittcwratt* 

T?*0. H*©6 0 2Cc^-r<fc^tc, BB#, ^>K 

[0 07 2 ] 3oBtt, &®mT$titc7 9 UteX( / cM? 
-5«fflr*0. B*©6 0 3te7jVrj:5*C, BB#, 

[ 0 0 7 3 ] M 1 0 CC«, »&Hf «6 2<D—m*fvtf. 

a»tfli«B, ^y^-ascoT^-fex*aiitL//cfe©r 

OOli, #y^-aLKH«[l 0 0 
2i, ^P-feXtWBl 0 0 3. ^7^1 004, 
«fl 00 5^6ft^. 1 0 0 1 ±1B^- 

;nt« 6 4 cca»s n/c^ju- ^is^'JT * tc&xomm 

T^^ 0 ^y^-asia»i 0 0 2«. ;i/-;i/rfg£L 
yfcW«^MF*i«:«^uyt*y^-ajgia«4, JU-iWJO 
«:mttL/cfcor*s. ^PH2^t»« 1 0 0 3«. ^*p 
•fe x mm<om&mm * mt tuv -Mcmmztizbco-c 

[0 0 7 4] 0 0 4(t ±ta*»J5ES^»l/cl/ 

ts*>ti-6fc<DK: r 1 j 4K^o, «sai»«:aoT:t» 
fc^fcotcw: r 0 j *S5rrs. h*&bkh oo sot. 

^■fe^tiS8o^ ±iaws»J»iHrt«:«^o^y^ 

[0 07 5 ] «±K?BO/c»B«««, WA«H 1 1 CC 
^■TJ:9ttt(WHK«^iiIHl 10 04, ±E«S^p 
^7A9 0 3&s±gBlff««tS»« 1 0 0 ©I^gi 2 5 

^6#y^-**»TWo»*fcorsci3OTittift 

[ 0 0 7 6 ] JrfB^HiM HOOtt, P yt(MB«S%» 

V- h^^> 1 1 0 2 JMH*«K^1 1 0 3 
^n-bx-IS^Pl l0 4i, •7 , P-fex^7^^>l 
I05i, l 0 6 <h, 

1 1074, JI/-^WI»#»>1 10 8 4, #y 
1 10 9 4, #U2/HW9»*.5K*> 1 1 1 0 
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[0 07 7 ] ±13 P ^fWRfbSaU 1 1 0 1 W\ ±IBP V 
V-h#*> 1 1 0 n^1f$R£B$^ 

coo78] */c, *ttt»«*^ap 1103 i»h\t, m 

ig-r-SCi^r*^. ^ph?*— Rg7j*S5i l 0 4tt, io 
±IB:/P-feXtit*R6 l©WS4Sw*&ffi#r&«5, ^ 

1 0 4:ft»6:/Piz*4i»RLT±ffi:/P*s*»7#*> 
1 1 0 5£frrCcbT\ «8i*©#«6tcJ:S^nH2^« 

[0 0 7 9 ] ;U-H>HMIBi5«B 1 1 0 6^6«. 3I&§£ 

iljjn#*>i i 0 7€:ffTcir»ra^-;KDiijjna» 

SSSr^^-^iHU^rsCifcr*^. S8tc^L 20 
fc;u-;i/R5EflJGU I 8 0 0tt, ±E^-^ilttI^^> 

£fc©~C&& 0 

[0 0 8 0 ] ^y^-s^an i o 9^6«. * y^>- 
««6 3*ca«;*ttTi>a#y *>-©— B<b, susatR 
3ftTc>s#y^-4^T*c±#-c*£. */c # 

[0 0 8 1 ] tt±©«fc 5 J: *J*fftt, -fe* ^ 

';f-/±#»MRrwci*6, ±K«a:/py^ 
j*<DmmK.9tSL-ox . mttt»«iBi8soos^ii 

[0 0 8 2 ] MfcJM©«a;&ffi<!: Lt, HI Cc^TJ: 5 
tc, ±fB^M7*P^A9 0<bn-7> F-frf*-****!* 
■r-Sfitti, ±IB < gJi^n^^A9 0i[5}«^^-lf- 

h v - ^ i 3 o r»MstiAiffioiimxrasEfle iohc 

T»tU ±Ef I«»SttlI^*-^t 9 1 *«« 

ii o o<Du#m$mmp. fo-MUMs #ys/-©* 

[0 0 8 3 ] 13 1 2 GJ, ±IBT ^-feX^aP8 OtcJ: 

^pH2XffiffiteartSfcoc^r7Si//cfc©r*5. 

7 A 8 1 17'D 9 0 ^U - n^i^C, £ 50 
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-**y 5 0±CCP- FSft* :/P-teX««6 IZfem? 
Z>tctto<D7--7)l>*:i'Ef$ t L Uf-77'1201), 7*P 

■fe^Kwea*B»fir* Uf^i 202) B 

[0 08 4] :/Pfc *©&»*«& *f^:/ 

i 2 o 3ccrvxf-A#y ^-2 i o^-if-^y 

0 4 35/cOTl 6^l/c7'p^7A21 6 0 HCiBiS 

teassa i o o <zmm%*#immtctt * *fe - 
or, ±iaxf 7* i 2 o 6©mm^+ ^'ut^D 

■teXlHMHl (Xf^l 2 0 2 ) ^S^ 0 
[0 08 5 ] ±fB^*f*A#y^-2 1 O-pzL-lf-tf 

aK^a-fexecH-r&««*±ia^a-fe^«« 

6 1 ©~r- 7*;WcML/t^6, ^n-feXSfl^a (x 

7^7*i 202) ^mz>o 

[0 0 8 6] :/P^X©»7*#&Db/c»^ Xf-v? 

1 2 04CCT, Sll5T&:/P^*©t»«*±IB:/p-fe* 
««6 i©f— ^^^«t6 0 &«c> sstr^-fex 
mtttS$R6 2CC±E^o-b^K:»a-r4tl»*R^*n«, 

xf-vzfi 20 sccrBWftu ^p-bxiajiai (^f 

^1 202) 

[0 0 8 7 ] *sas«r tiHBMaigg l o o tcc« 
mwm^fjkotc 0 encc*^ ^je&^p^a©^ 

y 2 2 o «:», ^a&««A&aiSl l o o ccr^ij 
.fflpj^^p^^A©g^^$nrc^4>©i-r 
& o * ^ n y ^ a *»cc $«ps-r £<&g#& c>© t? 

*n«. 0 1 ZXmiytc^y-v y\ 2 o 3©*aa*^c 

xt ^tnw^. 3pjfflr^7 p n^'7A©sijiR©ss 
tc-^-as, tt$R©asigi o o ©«a#©«»r«:ff 

[0 0 8 8 ]^13« ( ±iBT*fc*!E8LaS6 0<bT* 
•fe x ^S95 80^j:^r^-fex <fc cf^FiET ^ -fe x 
*^©4aaastcociT:^o/cfe©r*& 0 woxt- 

^7*1 3 0 2i, Xf^7'l 3 1 2i, Xf-^l 3 1 
3 0 3^^^f7 7*l 3 1 Hi, T^4r^^fi 

oP8 o©^acc^^n5o 

[0 0 8 9 ] ±Br^y^-i/3 >7'P^7A8 1^6 
±IB^a5lfl1t^M4 o cct§jfi^ n/c^ r >f ;b-©r ^ -fe 

tfc*nu •xf^7'i 3 0 2&ct, r^-fe^*t»©«f* 
i 4 r^-fex©^^^<b, s»r^42X©«tf7c<b«c^ 

7'P-feX I D4±fBT^H2X , gaaS8 O^ilfeirSo 7 
^•fe*WS9S8 Ot^, ^7-7 7'1 3 0 3fCt, ±IBffl 
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[0 09 0] ^CC, Xt^7'1 3 0 4m m-%Tt"b 
XJ6Iflf$R6 2 ^ti-r^Cit, ±fB7*P-teX#±fB 

xr^^ci^iist^ ccr, ^FiE^'p-fexr&tt 

7 7*1 3 0 6K:r±IET^i2^SaaP6 ORHEWU 

>^iiTo r^-bxita»eottjE*»;*->*«f* 

±IBXt^ Zf\ 3 1 2&CT, ±IBT^y^-v'3> 
yu^^A8 1 ^^CDT^-feXg^, OS70^\7* 

[0 0 9 1 ] ±E^f*^l 3 0 5©#y ^HH£*HI 

T *fcXrtS*n*ffMB 6 5 «Cf B^*T £ . 3C«C 
Xf^l 30 8t« ( ±ie#y^-itK£&ofcT* 

0 2*^>^y^> hir&^c, Hteseioo5*s 

;^JB3E L /tWSftfflffl ft r * a £ 5 ^tWW 
[0 0 9 2 ] ±Ba*^IBJ:0*^Bii*K:ft^ri>4» 

»1 0 0 2*fMET4. B«WC. 3Hffi<DHl9^6±IBW 

[0 0 9 3 ] Xf77'l 3 0 9TO, ±K#yi/-JtH 
COT ^-feXf^C^oT. H«CCj:S^jEr^-l2^«:*U 

y^««6 3il30i7-3- K*2 3 0^6»^-rS 40 

3) . r^-fe^iaftffiSfrcR-s. 

[0 094 ] ±IE^S«tciL//c^tC«, X 

f^'ni o«:r;u-;Hf$R6 4CcfBi£$tvri,>6#r 
^(Dte8l€r^f ±tBT^-feXK«8B6 0CCJ: 

£y ^xKtjua&tcBsa. ±ia^f*^7*i 3 1 otcfc 
orntTUwaa, wtwwyv— aom^ 50 
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'MDilfcK ^iE^P-feXCD^J^T^CCOc^rti, ±IB 
xf^'i 3 0 7 ifHjIiccr^-fe^^saJS o**n^W 

[0 0 9 5 ] UimWUtcVT ^MSSVXirA^ # 

-;Ht«6 4tcs^c^rtc*ij^u, E.o*f»%njfirs 
<o^4^FjEt p-twiz-yfoh&ML. mitten 

[0 09 6] BUtt, *jUfi^ffi07 r jjvum^x 

v h ■ if ^ hfe^^n-^Ji/xy 
(LAN) CD— M^htck><DT&>Z> 0 

h7-^e>Wfflftxyyr&£DMZ (De- Mi 
litarized Zone. &RKtt«. ) 1 3 0 a &Ct&g£n/c 
«««ffl8Il 0 0a*«ttt-it--^B, 
^•>M6 0-MAN13 0b^6fJfflt#W >f > 
H6 0*^LAN130 b^OT^-feXtiT? 

[0 0 9 7 ] ±IBDMZ 130a CCi£g£ n/ctf IR&tfi 
^© lOOatt, PJ*. t£W WW (World Wide Web)**-;* 

tt< l a n i 3 o b (ctMsn^mBeattae ioob 
<fc«««£SSSH loocit *n*n«*ttttrtr3pjffl 

[0 0 9 8 ] CCt, ±1BDMZ 1 3 0 a IcmWiZ titc 

mmmmmi o o atcr. 

ii^. SKH2+*y^^^-^»fla$nriff««ia« 

11 OOa^gA^ti, ^-A^-^©8?^/^7 
- F7 7 ^ W£Ml^^n»W*S 0 

ISO* tittle *Hifi»«©7r A* 

awar*ci«:j:»3, a.— tf- 1 D/ctrcft<. r^-fe 

[O 09 9]o$o, ^lEft? r -Y;i/T^H2X**«SK: 

*>*-A^-^<7):7 t -<;UtC*fUT^y V-SISOT^ 

?&SSirfe<cir, 7 7 ^«/ctm<, hre 
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[0 1 0 0 ] C<D£ i >tj;^JET2'bMZ, 4>%-*v 
YtcWU<. *±f*3* v b (LAN 130b) & 

©:7t^;1/«SS';*7-A«:, *±ftLANO&1f-^<b& . 

stiffltessai o o b*>*5-fr> h (mho <t&* 
tt$B&tfii£§ iooc tc&m? ^>cit?, mtfjms v 

*:/nHz**SH»Lfc9r*a. 10 
[0 10 1] Ztc. 7 r A JlttJEdcmitLtc*) , S£ 

h r * swflB&assa i o o c ©^sgg 2 5 oim± 20 

[0 102] HOC, ±EWv*-yt 9 lfeffiflUsfc 

«««rassai 0 1 fcKB-racir, ±ibdmz 1 3 

0a^LAN130b K»a3 ftfc&fWRfflSSaccS* 

[0 103] H14KIJ, MCCffiOiSflaWIibr. 1f« 

<t ft £ ^3Bf BtftSB 4 0 £ , * hU - 
•iy7^'>F9-^ (SAN) tca*«5iL/cWI<>7n 30 
LT0>& o (S^OS AN 1 7 0CC(J v ^-Ffv***: 

£©iat^B*«ttfc/Bi>T?iraL 

Ofw X^gf^Hil/cRA I D(Redundant Arrays 
of Independent Disks) 1 7 1 T^ — ^v-izf? 'J 1 
7 2 «$ntl^ 0 ±I3W IR^Jl^a lOObiS 
IBttttS (RA I D 1 7 1, f-77^^7'J172) 

X>f 1 7 5*Cj:98*fc3ft. 
Y^?t*;l/ (FC) V'xx h^)ltj:£Zm^XT-Z$z 

[0104] c<om£, mffl&mmmi o o busAN 40 
ov-^tLx, fnmuBM&ai ooc^^w^n 

0 0b^g4T^ o SANO-fe + ^yf-rBtStC 

«n&gat6Kam(4<or^H2xsoiaiRti5<fc % lunv* 

* -te ^«l»a«)&Wl£ 5 £ • tctcLCtlh (DtZffi 
« % SANCZ>1f-/*«g<t % £iE«Ra**^ttRA I 
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(a— tf- ID)SiC, &IBtltt 
[0105] fCt, SANO^-^^ftC^HJfiJgflSCD^ 

flrccDiEfit&T s AN-*-^-c&£ti$B*&® 
«ai o o b©^y^-w«6 3(cgajfiT6ci-r. ^ 

-If- I D*7u?5&<&&m&&to1*tcZtoMfotJ:T 
*iz*Bffl#nJte£ft*. R A I Df*3<D:7 t -f 

[0 106] C(D£5%:#V$'-ffimZWlJ£*?Z>tc&><D 

-ffiftHB 1 5 0 0 tt, ±ia«ffl:/P^A9 0*Sl> 
»f t 9 1 *Jft«t 5 GU I r ft 0, SAN 

©•*w<itt&jJBW««Si5a 1 0 0bO^gI2 
5<D«±> fcO< tt«fflv*-^+9 1 *S*SL//cf* 

fMtJi^a i o i (Diiffi±3!P6«s#^»fp-r^fccor 
mmmmmm^ ssttftaftan 510, &s 

StftiBSfiSSB 15 15. y'u ^ AjStRSB 1 5 2 0, 
*®ffl<D*fl*JE» 1 5 3 0*>6fc*. 

[0107] iiaffiS^aiitRas 1510 r at, lass 
a#fi, #y*-A*(i v ^i/^MJ*tt, ^r-ou 

sa rRAiD_2j ^ojKUa—a rvbi-u rt©f^ 

h »j TDocVProiectsJ TKfo&V r A )\> Tidea.docJ £ 

#R6 3 tp<D{%m.tt$i<D%fo4 0 1 tCW, TRAl[>-2¥Vo*l-l 
¥Doc¥Proiects¥idea.docJ &&th$tl2>a tctcL , ±IB 

>^Ln^o*c*n«, ifa^M^p^^AQ oft^> 

^.^D : ¥) &C^J&l/T rD:¥Doc¥Pro.i ectsVidea.doc J 

a#fl[©j&ffi«, RAiD^f-^cim<, 

pJftgft*>C7)rft^o 

[0108] «^fmasj&sa5 1515U, «s*f» 

h 0 W#<D9$Xk*. rRAID-2¥Vol-l¥Doc¥Pro.iects¥*.do 
cj iggSntfc*), Ct\\Z7 rRAID_2Wo1-l¥ 
Doc¥Pro.iectsj <DT(C^)^>ffi;5IT-^ I" .doc J (OV r A )V 
£r*JS0Tlr>*. «BW«UB!RSR1 5 1 OriltRU/c 
fecDi, (Sfi*fmitSJg^SPi 5 1 5-cm^u/c^co^ 

-^»utti>»£K:tt % sn^rftiesss^sB 1 5 1 sr« 
7£Ltcjj&#*)ts-mme 2^p<omm^.<o^A 0 1 

[0109] -fa if? AajRgp 1 52 0K, ±iaffiH#t 

MVil^-f&o MtpOfflXte. rprop^office¥Sedit.ex 
ej <bl^«fiF(D^n^^A4jStRLT*J«3, SR^o 
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^A£te, sJ<V->-1f«6 3<D^ay^A€4 0 4K: 
«Bft3ti4. *©«©*fM93E» 1 5 3 0m &m*i 

[oi io] c©^^e«ii«:o^m :/P^Ajii 
tRgpi 5 2 oriiiR^n/c^n^^A^T jjifth. ± 
teea:/ p ^ a# g »wtc^ ©«Faffi*z»ui l r ±ie 
^fttBEW 1530 rc^-rs c <l-c\ es#©^mi* 

iSTt &<> ±iBfiSBK*ftj8»?a 15 10, 7a ^ a io 
1 5 2 0. *©flS<0*«:H3e» 1 5 3 0 CCO^T 

*n*tia!BeLA:aroK5Kd?>i 5 4o*»-r<t, as 

^>154Ht iiEiS^ia*^ UTL/Zcl^^C^fJ 

ffi-r^ e #ys/-«naiffii so oit Offline 

[0111] J£t_bM93U/c<fc^CC % *H»^CJ:n 

[0 112] «ttttJi/-JHBE«:J:0* «3fetcJ: 
cccfc ^iet * -fe* cc>pf Lxcowmfimzmft v z £ 30 

[0113] */c, *ieS6»fflcc*5C>T. ;u-;i/tWfiic 
awoftwntf, * y ^-««tcs-^< 7 7 wn 

[0114] t/c a-if-mii-mBgmtyrJfr 

[0115] 
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[0116] 

[1 1 ] *»9B<DHiS©^S8ec*5^-5 7T ■OUfiSflfc';* 
^A<D-«j&#|£^T0 e 

[1^2] e 3 o-itsEffitTn-ria. 

[^3] sa^y v-Kwr**r>?** ^^tWRt^r 

So 

[H4] ^-if-^yv«-2 2ocr>^©-^^-r 

So 

[15] i7-3-K«2 3 0©-W^m 
[H6] :7T^UT*Hz*^£«^>h£iBSiTafc 

[B7] 3Sl^f*©^P-fe^K:H-r5««*»»ftOfc 

[08] Jl/-Jb»«6 4*gR5er4^:«>©iaffi©-«% 

[19 ] tB*Sftfc;l/~;M*«6 4©flaWJBt«:7ftT 
S. 

[no] mi%Tt>-tex<Dm$tmm6 2©— 

So 

[011] «a:/n^A9 o#fl^B&c^T&« 

[SI 2] T^H2^Sa«8 0tcJ;S^nH2^!l6ai^ 
a -fe ^ff «fftJE7 P - ^tl„ 
[013] 7*-fe*ffiSBB6 0 iT^*^«a»8 0CC 

[114] 2|^iS»«8<D7T-YJl/««^^A€:j8fflO 
tc* v h tf-*^*^ AO— «^«*7nT0. 
[015] #y^-««6 3 43l8ai"r&A:«>©BM©— 

[116] ^P^Aifir^U/ca-if-^'JV- 
2 2 0 0— W*5VS"BL 
[ft-SfCDift^] 

5--^X, 10-CPU, 2 0—iimSE, 22 — 
A2>§BB. 2 4 0— fl«ffitt«« k 5 

o--.£y*y % 6 o ••■r ^•fe^ssaas, 6 1----/P 

6 2— J^T^XjgfHm 
^H**L 6 4— H'-MSfR, 6 5- "P^tm 7 0 
•-OS, 8 0 — 7 ^-feX^IIgp, 8 1-7^y^- 
5^ 3 >^P^^A, 9 0 •••«JI7 , n£^A, 9 1»'f 

i7*-^t, i o o '-m$\mmmm> ioi-f6© 

tiWRffiaSSL 1 30-^7 140-77 
4T*)*-)\s. 160--f>^-^^ 4 170--S 
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